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ABSTRACT 


The effect of various jammer waveforms on kaown optinuna 
coherent digital receivers is analyzed and evaluated in 
terms of receiver performance. Tae optinum janner waveforn 
for the specified receiver is derived and several jamming 
strategies are studied and compared to the optimum case. 
These jammer waveforms strategies include deterministic 
models of tonal, weighted signals, frequency moiilated, and 
additive white noise  janners. An M-ARY digital coherent 
receiver using orthogonal modulation (FSK), is subjected to 
various jammer waveforms ard the receiver performance 
analyzed. Graphical resuits based om numerical analyses are 
presented to show the effects of jammer wsaveforms on 


receiver performance. 
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I. INTRODUCTION 


The concepts of statistical decision theory applied to 
digital communication theory for the purpose of designing 
optimum receivers is widely known. The nature of many comau- 
nication channels is characterized by their int2rference to 
reception through additive noise. Receivers have been 
designed to optimize the output receiver signal to noise 
ratio in the presence of additive white Gaussian noise 
interference. However, noise is not the sol» source of 
receiver interference.  Jaaming,.intentional or not, can be 
severely detrimental to receiver perfornance. 


This thesis endeavors to investigate the effect of 


jamming on digital coherent communication receivers. 
Mathematical models of signals, interference, and jamming 
are utilized to demonstrate performance (i.2.- receiver 


probability of error) of receivers designed to »perate ina 
"noise only' interference environment, in the presence of 
both noise and jamming. From the mathematical models, 
optimum jamming techniques are derived, and various sub- 
optimum jamming strategies are analyzed. 

The results are divided into three sections. In section 
number one coherent receivers are investigated under various 
jamming conditions. The optimum jamming waveform based on 
power constraints is derived and analyzed. Pez: formance of 
coherent FSK and PSK receivers are analyzed ia the presence 
of both optinum and sub-optimum janming waveforms. These 
jamming waveforms include, weighted janmers, frajuency 7ھ‎ 
lated janners, anł two- level pulsed jammers. Sestion number 
two discusses higher level digital coherent r2ceivers in 
which M-ARY FSK receivers are analyzed in the presence of 


jamming. Mathematical models are introduced and results 





compared to tbe optimum case for binary FSK. Finally, in 
section number three graphical presentations corresponding 
to the numerical analyses that have been performed are 


interpreted in order to demonstrate the nathematical 
results. 


10 





II. COHERENT RECEIVER ANALYSIS 


2. COHERENT CORRELATOR RECEIVERS 


The application of statistical decision thaory to the 
problem of detecting signals in the presence of aoise can be 
used to design optimum receivers. However it is important to 
note that the receivers are optimum under a jiven set of 
assumptions. The receiver which is optimum (in the sense of 
producing minimum probability of error, Pe) for the discrin- 
ination of two different signals received in additive white 
Gaussian noise. interference is well document21 (Ref. 1], 
and the receiver structure is as given in Figura 5.1. This 
optimum receiver is a correlator receiver, due to the cross 
correlation process it performs between the inpit Et), 
ama Ene Saal SS ans (E) LS Operan co relator 
receiver can be shown to bz equivalent to the single corre- 
lator receiver of Figure 5.2. The receivers of Figure 5.1 
and Figure 5.2 have been shown to be optimum (i.e.-minioun 


probability of error) when the received signal is either 


Ey NT or 
O +o 


where s (t) AS TEE) ace known deterministic signals and 
n(t) is a sample function of a white Gaussian process. 

The objective of this chapter is to analyze the perform- 
ance of this known optimum receiver under different oper- 
ating rules; i.e.- the signal received is intecfered by the 
presence of a jammer waveform as well as additive white 
Gaussian noise. That is 

c)e s.) i) ocezr 


Or. 


c4) 2s, Ce NO) eA) oeteT 
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where n (t) is a jammer waveform modeled as deterninistic, 
yet unknown to the receiver. 

The correlator receiver structure depicted ia Figure 5.3 
which can be shown to be equivalent to the optimum single 
correlator receiver of Figure 5.4 is now analyzed under the 
stated assumptions. We define 


S,(th=s, (t)-s,(t) 
ar 


eenzase va Vere - ร (ย )) ละ 
0 
X =No /2 ln (Ao) ^o? P (Se) /P (s! 


where 


P(s)*P(s)- LIKELIHOOD FUNCTIONS 


The coherent digital communication receiver of Figure 5.4 
can be analyzed in terms of the resulting Pe whea the jammer 
waveforn n: (t) is present in addition to the noise and s(t) 
and s, (t). The received signal appearing at tae front end 
or the receiver is mathematically described by 


cid = sp en) eye) oft £T ilos) 


and S,(t) are the two signals usei to transmit‏ "ی۶ 
the binary information, n(t) is a sample function of a white‏ 
Gaussian noise process having a power spectral d2nsity level‏ 
of No /2 Watts/Hz, and na (t) is the deterministic janmer‏ 
waveform present during the signaling interval (2,1).‏ 

The coherent receiver of figure 5.4 will be analyzed ina 
so far as the effect of nj(t) on the receiver probability of 


error is concerned. The correlation process generates 


12 





IF T 


\ c) saat = Vs» Bea) swat , (2.1) 
0 


© 


Inner product notation will be used, that is 


(x E = \ xt) y) dt eo) 


and the norm notation {j¥*]| follows fron 


Ie = (xx) . " 


In order to determine receiver performance (i.e.- prob- 
ability of error) the decision rule used by the receiver 


must be analyzed. This decision rule is given by 


Ee T 


[ras ea- [rs dk + = ¿[pro sult}|dt < You 


๐ 


where for convenience we define 
| 2 = 
0 0 ےہ‎ e 
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In order to Compute receiver probability of 2rror it is 


necessary to determine the probability density finction of 3 


conditioned on the hypotheses By and 427 that 1s on whether 


s (t) or S¿(t) was transmitted. Thus, 
H,‘ r(t)= t)+ tn: 
2 (t)=s, {(t) +n (E) ni (t) SNL ฝ ไ 
ผื อ r(t)=Sa(t)+n(t)+n; (t) 
Denoting these density functions P, (G) and Co) อ อ ร ท 


express the probability of error as 


R = P(OAgP(He)*P(OyaP(H) . 26 


٥۶ 2 ) ×١ equals Eme ร ทร ด ร ค ย ท ว ก ๆ อ ร ศา ก ทศ ท ร ร‏ ط8 
)+٤( was trans-‏ و5 S nen) was transmitted given that‏ 
nitted, and P(Do/H,) equals the probapility of deciding that‏ 
t Nwisctransmitted givea that s.(t) was transaitted. ' For‏ 


the nv poles eS OLE Hs and, Equation 2.6 besomes 


๐ 0 3 
R=3 Plejas + 71 A (946. (2.7) 


- ๐ ๐ 


Since G is a conditional Saussian random variabla, in order 
to obtain its conditional probability density function its 
Dean and variance must be computed. 
The mean is given by 
E(G/Ss, (t) transmitted) = (5i, sg) *E (a ved" 


ea ย 6 ย ES. 





Due to the assumption of zero mean noise, E((n (34,)) 70. Thus 
the mean value becomes 


5 ا‎ = (se Sa HLN; Sa) + z| " 














"Js O a 


It can easily be shown that the conditional vaciance of G 


3 


will be due to the noise process only. That is 


VAR. (6)=E((G-E¿(6))%) DM 


uuu c5ulis the variance oi Go conditional on โร เซ 


being transmitted. It can easily be shown that 


VAR, sch = VAR, 4G} = E No) [sos] ESOS 


Equation 2.9 can be written as 


6 - 
VAR 1 S est I 


) 


2 
ร ม | MS 2 
) 








With the mean and variance known, the probability of 
error can now be written using the following 
general notation 








f i = ex EC E $40)* 
Vg er | บ ซะ 


Due to conditioning, the probability density functions 


becone 
(Sls: rans eo) = aw No |] sal]? A 2ت0‎ 


20٦ 


From the probability of error expression (Equation 2.7 ), we 


x [3« £l sl - (53) T Bera sd 
e- TT ar No Sal]? 4 


have 


(259013) 


Aral say Je d 
DL Fels EE 8 
where 
p= probability that s,(t) transmittei 


Y =decision rule threshold setting. 


Using the following definition of the error function 





۷ 


ERF(V)= = وت‎ (2. 14) 


and the complimentary error function 


_x3 
ERFC(V)= nn ( 0 0 (2. 15) 


۷ 


Equation 2.13 can be written in a more compact form. With a 
change of variables Equation 2.13 becomes 


CN] 


«(ese [E Es Fi lal (s - 


If equiprobable signals are transmitted, p=1/2, and the 


(2. 16) 


threshold setting becomes 





y = de in ® = o, (2.17) 
2 2 


which corresponds to a ‘zero threshold! receiver. It should 
be noted that this may not necessarily be the nost desire- 
able threshold setting, and in fact values oth2r than zero 
may enhance receiver performance whenever jamming is 
present. With the above stated conditions, th2 probability 
of error equation takes on the form [ Ref. 2] 





De kenrc|s iu - à ER sy Nur d] ) (2.18) 


where 


E E z (n: 
Sq = ہا‎ ) Me Zon i) d (9, sa) ๑ 


B. JAMMER OPTIMIZATION 


Utilizing Equation 2.18 , the effect of a jammer wave- 
form can row be studied in teras of its impact on the 
receiver probability of error. A discussion on tae method of 
optimizing the effect of ng (t) on the receiver probability 
of error is now pursued. But, to be able to conpare the 
results of the optimization process, the receiver perforn- 
ance under the assumption of white Gaussian noise only 
interference should be noted. If no jamming waveform is 
present (i.e. mo the term d is zero, and Equation 


2.18 becomes 


| 2i Il sall^ 
R= 4ERFC missis 7 O + 


S a “0 ٦ 
E A : 


(2. 19) 


By pressing Equation 2.19 in terms of the average energy 
BSE อ โย ED, and the normalized signal cross correlation 


--p, a nore meaningful form is obtained. That is, 
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T 


ร ะ (๑ = ค ง ๐ 517 ENERGY d‏ +0(" ا 

> E 
pe | s,U9 S, (dX 

eU. (2. 21) 
So that 
إلا‎ = fios ay) dt = - 2 | E 
Thus, Equation 2.19 becomes 

ssa 

m “= | ea ] (2. 23) 


By noting that 
Eb/N. = Signal to noise ratio-SNR 


Equation 2.23 becomes 


ie -ERFC[| SNRÛL- PF) | i (2. 24) 


For orthogonal signals, i.a. ۳0, Equation 2.24 becomes 
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1 ง ร ร ด | . nz 


Popeantapodal signals, i.e. =-1., Equation 2.24 becomes 


R =ERFC[J2:5NR 7] (2. 26) 


A plot of these mathematical expressions results in the 
well known probability of error ‘waterfall cirves' of a 
binary receiver operating in additive white Gaussian noise. 

By evaluating the derivative of Equation 2.18 with 
respect to the cross correlation between the jamner waveforn 
and the signal difference, d , extiemezation of the prob- 


ability of error can be obtained [Ref. 2].  Sinzs 


8 
= AO = 





one notes that due to the behavior of the SINH(xi: function, 


= ๕ >0 
= =0 d= 0 (2.28) 
«OQ d<O i 





THUS. Pe is increasing for d»0 , and Pe is decreasing for 
d<0. Therefore, a Bininum must exist for the l2rivative at 


the point d-0. This can be proved by evaluating 
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A 
3e a, . 2 (2.29) 
S37 Ee eel VA. 


we observe that d Pea? > for all values oz 3. Thererore 
the minimum Pe must occur at d=0. The presence of a jamming 
waveform will always cause an increase in Pe. Also, by 
making d as large as possible in magnitude causes ar as 
large as possible increase in Pe. In fact, 


lim R = 23ERFOE [wd] +ERFES[N +4 J] 


becomes 


دہ حول 


1 0 


or 


| 
ว (252) 


lin Rag} are = 


๕ - ๐ ๐ 


This result makes sense for it states that as the jammer 
becomes increasingly powerful, the probability of error 
approaches 1/2. However, the jammer model will be 


constrained in power as follows 


21 





12.33) 


۸]: |612 |8 sa | 


with the inequality due to Cauchy-Schwarz. Defining 
la; HIR Pas, where Pay is the jammer power, tha term |d|->00 


implies that En, >? oo when lisgli<CO. Since it is 10t possible 
to have infinite jammer power, on will be constrained to a 
finite value. Fron the Cauchy-Schwarz ineguality it can be 
seen that ร ท ล รา อ ก 2.33 can be made into an equality if 


2 is directly proportional to S q(t) - That is 


N; 8 ٦ (2. 34) 


where K is a constant of proportionality. Since lim Hi SN 
K must be set to the value J ธ ณ /! เ ร ม เ . The term d can 
now be maximized by setting 


n {Pay Salt) ۳ە,‎ T 
! | sa 


Thus, in order to maximize the receiver probability of error 
with aj (t) constrained to have power Oe set mee) as given 


by Bevat on 2.35. This results in 
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d. -(N, s, ) ۔‎ $a) 


which reduces to 


a= As | Sa | - (2.37) 


R = t eed t Id 
sue (sd + ا‎ 


Using the definition of average bit energy- Eb, and signal 








(225) 


cross correlation- P. Equation 2.38 can be simpli fied to 


ก‏ کے اج 
RE + nl ۱ (2.39)‏ مع 


Since Eb/No= SNR, and Pnj /Eb = JSR (janmer to sigznal ratio), 


Equation 2.39 becomes 
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aa พ sur 4Ji-?  -{QISR 4] + u 
۶ t เศ [ป 5 ธา ป | - 


Analysis of Equation 2.40 highlights the fact that for 
increasing values of JSR, one limit of integration of the 
appropriate Gaussian density integral remains always posi- 
tive, while the other crosses zero and becomes negative. 
That is UE | 2JSE X0 occurs at JSR» (i-p) /2. When this 
'break point' occurs, as SNR increases, Pe worseas, That is, 
Pe increases to 1/2 in the limit as SNR==> : Jammer 
strategies caa now be attempted using Equation 2.40, and the 
above noted ‘break point! effect will be studied and 


exploited. 


C. DETERMINISTIC JAMMING POR PSK,PSK, AND ASK MIDULATION 


The effects or deterministic jamming on various modula- 
tion technigues will now be studied. This process will 
entail the use of a deterministic jammer waveform, and its 
effect will be evaluated using Equation 2.40 for the 
following modulation techniques. PSK modulation using 


aE s,=Acos(egt+T) 0۰٦٦‏ ا 


with the constraint that 


ผ ๐ 7= บ ซา ก nan integer. 


For FSK modulation using 
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U coat Ses 


with the constraint that 
(w1-w0)2nT/T , (w1*wO)-nmv/T n and m integers 


ASK modulation utilizing 
6, USA Six) | Sole) = A, st) ewe T (ES 


where we assume that ||js]I< and for conveni2nce, that 
A1>A0. 


Beginning the analysis for the PSK case, one notes that 
5 ม (๕ ) - 8 ฮ ป ๐ 06 ops (2.44) 


and Nue . We assune the jamner has powec constraint 
Pn „so as discussed previously, the optimum janmer for PSK. 


is given by Equation 2.35, namely 


N.) = ร ES cos Lu, Y Or M M 
d 


For PSK Dale, and Equation 2.40 becomes 
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R = y JERFCLIZSNRY + [5880] + o 
۶٥0 5084ح‎ 1 - [sse] 


It can be seen that whenever JSR>1 in Equation 2.46, Pe will 
increase with increasing SNR. The value of J3R=1 is the 
‘break point’! for PSK modulation. 

For the case of FSK modulation 


A[sin(w wt (cose. wt | ost ๒ ۳‏ ور 


and from the previous assumptions naie for FSK signaling, 


[s]- 7 


If the jammer has power constraint Pn; , the optimum jammer 


ESEEPSK Is given by Equation 2.35 , nanely 


N.) = : pon S| (wi-w t cos (wi+wo)t o&teT (02-92) 
Pf (3 ก 


It should be noted that nj (+) ¿ENS Op tino] ana E ter TS5R | 


is an amplituie modulated waveform with spectral lobes at 
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half the difference freguency wd=(w1-w0) and half 
frequency ws=(witw0). For FSK, p=0 
becomes 


the sun 


and Eqiatron 2.40 


E ERFCLISNR 1 + [set] 
ERFEISNR 1 - [ร ร ร อ) ۱ (2.50) 


It can be seen that whenever  JSR»1/2 in Zquatioa 2.50 , Pe 
will increase with increasing SNR. The value of JSK=1/2 is 
poomeireak point* for FSK modulation, and is typical of —3dB 
differences in performance between coherent receivers for 
PSK and FSK [Ref. 3]. 


For the case of ASK molulation 
Sa (+) = {A,-A,) sl) o£t£ T (2.51) 


and 


| NE (A, 3 ก 





s || (2.52) 
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If the jammer has power constraint Po; , the optinun janaer 


for ASK, as given in Equation 2.35, becones 


Nj) = IR Ts ENSE S ہہ‎ 


For ASK, the normalized signal cross correlation is, 


2 


PE 
(A+ At) 


(2.54) 


By defining 4=(1-f) Equation 2.54 can be writcen in terns 
of e , where 


> (Ao Ii A, )* 


x = AFA 2 (3 ๐ 550 
๐ L 
so that Equation 2.40 becomes 
OE ERFC[ISNR™Y | A + RY] 
(2.56) 


ERF ER OR : 


For ASK, the 'breaK point occurs at JSR=72. 32cause =<<1, 
in terms of ‘break point' efficiensy PSK is aighest with 
JSR=1, FSK is next highest with JSR=1/2, and ASK is lowest 
with JSR<1/2. 
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2. WEIGHTED SIGNAL JAMMERS 


With the knowledge that the optimum jamn»r waveform 


takes on the mathematical form given by Equation DJ 


a 
e 

variation on this form can be effected by defining a jammer 
waveform to be a weighted normalized sun of the 


eagneals So({t) and s,(t). That is 


N; (e) = ๑ ป ร ม ไป , ك مه‎ . (2.57) 
[ป E 














This jammer waveform can be shown to obey 


In E a + a^ «22,4, SEA, ; (2. 58) 
ls. 


5 
Analysis involving this jammer waveform will be applied to 























PSK and SK signaling for which ijis lil=lis ๐ 1l. Thus, 
Equation 2.58 can now be written as (using ils ll= 115.11) 
2 2 2 [22595] 
[| [ๆ af 292 P 
where p = signal cross correlation. Since {P| £1, DIS 
Simple to demonstrate that “| | will be constrained as 
follows 
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(2 ٢ 








(aږ-‎ = N, >: (A, + as D" . 
For a power constrained jammer waveform the weijhting coef- 
Pens, ajand a, , must be chosen so as to satisfy this 
constraint. The inner product of the jammer wav2form and the 
signal difference, d , (as noted in Equation 2.18) becomes 
of primary interest. As previously discussed, as d 
increases, so does Pe. Therefore, for the defiaed weighted 


jammer waveform, Equation 2.18 becomes 











(a,-a, )[a--p ] (2-60 





(os = ES 


E Is 


Using Equation 2.18 and the assumption of equal bit ener- 


5 
แน 




















oS, (Is lli = lis, il. the following expression for Pe is 
obtained, 


2-4 rro la) en 
E N) 


(2.62) 





Since for equal bit energies, ! 
2 
"۱ت‎ +9 90 4 TT 
Equation 2.62 becomes 
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dt}.‏ سک رہ اج 


ERF E | tome = ?] 1 | (2.63) 


5892۰۰۶56۳۰۱69 4011057۲77 ر67‎ p=-1, so that Equation 2.59 becozes 


2 2 
a, +9, - a, a 


| 








(2. 64) 


Or, 


| «a 2^3 x کی‎ 


For Pnyzb = JSR, and Eb/N,>= SNR Equation 2.63 besomes 


R= + کا‎ FSR [358 7| ] 
EE [โล ร ม ส ร ู + [ase | j| y (2. 66) 


Observe that this result is identical to that »»tained when 


nj (t) n m M Equation 2.45. Since (a,7a5)7 z Pn, and 
ils, WEITEN Te AS T/2=Eb, it can be seen that EJ3uation 2.57 
ps 
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- 5 (2. 67) 
N; = Gira JA cos Wt m | coswet 


whch To meta en tr cd J ๒ อ จ ห ร อ ก 2.45, ก อ ป ๒ ๑ ๓ Cot 
ay and a, is not important provided that the power 
constraint is met, i.e. (ay-a,)* = Paje It nist be noted 
however that if a, =a, , B (t)=0 , and the jamner wavefora 


clearly has no effect. 
For FSK, p=0 , and Equation 2.59 becomes 


2 2 2 
| N; | = Qa +a, = E; (2.68) 


Or, 


2 2. 
a. = pu zo (2.69) 


Define now the following variables 





2239) 
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For the noted power constrained jammer, a real vaiue 
for ag and a, must exist, such that the power sdnstraint is 
satisfied. That is, it must be true Due san. ZO A 
This implies that laig l <1. Observe now that from Eguation 
2.57 that 


sil aq = O wu) cout 


۱ Pi: : ย + en : 
gst pr du NOC 2605 เ ง 0 ๓ ๐ ๑ น 2% 


E 1 ey‏ ےس ےہ 


Ber 


Each condition on the weighted jammer waveform can be asso- 
Ciated with its effect on the FSK modulated waveform. The 


condition of Equation 2.71 , Bere گل‎ 


can be thought of as "mark" channel jamming. The second 
E 


dM" 


can be thought of as 'mark and space! channel or 'equal' 





condition, Ana = B 


Channel jamming. The third case can be thought 9° as 'space' 
channel jamming. Using tae notation ¿ron Equation 2.68 , 
Eguation 2.18 becomes 


R=3 RCE E Bau It] + 
e [ซิ wi a 


In terms of SNR and JSR, Equation 2.72 becomes 
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2 = ร 1 อ ค ห 0[ ไ ร ม ณิ 4 ๓ [ISR aa aa]}] + 
RF E[SNR (1- J33R [ace Aue | 


Equation 2.73 provides a means for studying th: effect of 
varying the weighting coefficients as 


(2o #3) 


and 3 ‘on the 


تا 
7 رت receiver probability of error. es‏ 
ously a factor of the amount of weighting or on how much‏ 
each channel is being jammed. From Equation 2.73 one can see‏ 
that if (dep 72 ee) =9 , Which implies, ase “dog. the 'equal'‏ 
channel jamming case, the jammer waveform has 10 effect on‏ 
the probability of error. Due to tha reguire-‏ 
ment that dett às =1 , the 'equal' channel jamming case car‏ 
occur only when Boe =a = - This case of 'ejıal! channel‏ 
jamming ineffectiveness can also be surmised by noting that‏ 
due to the orthogonality conditions imposed on the FSK‏ 
Signals, d=0. Thus, under the stated conditions, the jammer‏ 
is completely ineffective.‏ 
From Equation 2.73 one can easily see that jamming the‏ 
'space' channel is equivalent to jamming the 'mack* channel.‏ 
L 2‏ 


Tr a og =0 e then by the constraint an 21, ag! and 


Equation 2.73 becomes 


tra [0 
ERF EJSNR RFI} . 


In this case the breakpoint occurs at JSR=1. Compared to 
the optimum jammer wavefora in which the breakpoint for FSK 
modulaticn occurred at JSR=1/2 , Single channel jamming is 
clearly less effective. 

By choosing a combination of weighting coefficients, one 
can show that ‘partial* jamming of both Channels terds to be 


less effective than single channel jamming. Consider 
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B B 


= 2 a ۱ مم میں‎ 
ar 2 and aq = a - so that actes c , is satisfied. Then 
Equation 2.73 becomes 


R= ٠8۶] ۰8۰۶ rs 15^ - gp] 
iS EISNR 91 - ก (22 75) 


with a breakpoint at JSR= nn , 0 + 6 
Comparing this to the breakpoint of JSR=1 for single 
channel jamming it is evident that single channel jamming is 
the more effective method. 

Note ESE that for the special case when a, کے‎ 
fixing a , Equation 2.61 becomes 











eas f] - 2a, | SL | تا‎ 





5ع 


and therefore for FSK modulation, (i.e. ร 3008ھ‎ อ ท NGS 


becones 


PEE ะ ล ห ๐ [จ๊ พ ิ ต ิ "โน [2588] * 
ERF EISNR $i- 0 1 ! 


(2577) 


This equation is identical to the result obtaiaed for the 
optimum jamming waveform case noted in Equation 2.50 . Thus 
this special case of the weighted signals janner is also 
optimum since nj (t) in this case is identical ia form to the 


optimum jammer given by Equation 2.49. 


35 





E. FREQUENCY MODULATED JAMMING 


A method of jamming through a frequency oand with a 
tspot' or deterministic jammer can be modeled using a 
frequency modulated jammer waveform. The mathenatical modei 


used for an FM jammer is 


Ns = 2R; SIN [ust * Ke ๕๑ ๓ ร ๒ dt ] oS tT 


“(2% 78) 


After integration Equation 2.78 becones 
= + IN uJ; ete 2.79 
NO = 2 SIN[wst +B SINWit + O ] ostsT (2-79) 


a ๑ . . . 
where 6 "N and © is a deterministic phase angle. The 
instantaneous jammer waveform frequency is 


wild) = Ws + Bu; cosw;t (eee), 


and covers the freguency range fron 
(เง ร 8๒ ) to (sr Bu) 
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as 4 ت‎ 2-0۰77 0۱۰۶۵ 3  -  , . Assume that 6“sT=2w 1 and 
wjT=2wk , where 1 and k are integers. As in previous anal- 
yses, in order to determine receiver performance, the paraa- 


eter d=(n) ,Sy) must be evaluated. From Equation 2.79 


EEA IR, SIN [wst +Bsw wit] Salt) dt (2.81) 
O 


where the deterministic phase S has been set to zero for 
computational ease. Sos PS An Psk aodulation, Sy(t) will 
be of the form Dsinwt [Ref. 2 :p. 20]. The integral 
that will have to be evaluated is of the forn 


- 
0۲ [2 D ร + PB sin ut] swat dÈ . (2. 82) 
๐ 


Using trigonometric identities, Equation 2,82 can be 


expanded as follows 


ج 
(n;, Sa )= BET 5| cos | (u,- t +B SIN QA X | =‏ 
cos[ (wstwa + + B 5۱۳ Û 1} dt‏ 


(2.83) 


By using the well known BESSEL function coeffizient expan” 
sion for each cosine term in Equation 2.83 the following is 


obtained 
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(u;, Sa) ar wu B AB hos [c -wa) + NW} |t- (2. 84) 
= เพ ว [(ws tw + کک‎ yf ก 


حم یم 


After integration Equation 2.84 besones 


وہ لم 


(s ر‎ Re oy, — mm เซ ร eur 


(os eoe) ea (2. 85) 


spi ۶۹۶ ٥٦ Y 


(ws +t ใน น ง 


For PSK modulation, the bandwidth of the PSX signal can 
be effectively limited to 





YT um 
(We 3 ง a کے‎ ) 


as this range contains over 80% or the signal enargy. Thus, 
the upper and lower bounis of the instantaneoi1s frequency 
discussed in Equation 2.80 can be made to coinside with the 
signal bandwidth. That is, we set 


aL, 


» 


By earlier assumptions, note now di E where the 


Ws = We 


integer k determines the number of times the jamner waveforn 
will sweep the signal band in one bit interval, T . The 
cross correlation between the jammer waveform ana the signal 


difference, Eqguation 2.86 can now be written as 


E 





(N;, $4 )= EG AT Yi Jn (lea! - Sinfausenug |r| (2. 87) 


B [aus enu; [T 
for Penn a WC=WA=WS. The term SINC (3 wT) Will 
be zero for all integers n, except n=0 , due to the 


assumption wI=2Wk . The second tera, SINC ( (23 +nw) ) T) is 
also zero, except when 

n= ( (OPE pe US ES )=( (72%, TED | 
One should 0 that r need not be an integer. From these 


Simplifications Equation 2.87 can now De written as 
C E NT DR. N; A (R) -X() | (2. 88) 


where 3e (P) is zero if r is not an integer (Ref. 4 :p. 244]. 
Since the average bit energy-- Eb=A?* 1/2, and SNiz-zEb/Ne irom 
Equation 2.88 one can derive an expression for the integral 
limits of Equation 2.18, namely 


& [Na 4 ]= |25 ม ค ROTO! (2.39) 


From Equation 2.89 the receiver performance can oe obtained, 


and is given by 
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[ISK TO- J 1 |‏ 0 " ےج 
ERF EF 2 ร ม 8 ไป + DSR{LG)- xg) -‏ 


The breakpoint associated with the jammer waveform being 


analyzed when a PSK coherent receiver is used oczsurs at 


(2. 90) 


7390 (2.91) 


The behavior of the breakpoint is highly dependent on 
Several factors, namely the value of B and whather or not 
r (which isa function of the integers 1 ani k) is an 
integer. The breakpoint can occur for small or Large values 
of JSR. If r is not an integer the breakpoint will occur 
at gsr=+/3.(g)* . In order to make the jammer as effective 
as possible it is desireable to have tnis bcz2akpoint JSR 
value minimized. This can be accomplished by making B as 
small as possible, which fron the earlier assump- 
ion that B= */K is equivalent to making k as large as 
possible. Thus for PSK, the greater the frequency with which 
the jammer sweeps the Signal band over the bit iaterval, the 
more effective the jammer. This result can be obtained fron 
another point of view. The jammer waveform of Equation 2.78 
can be put in the forn 


N; (+) = 2 Pu; 9 X (ges (ws *Nux)t y 
N=-00 


With ws - wc and wj-2"x/T, as k--»oo, 


N = | 2 เว ๐ )= a^ CoS ul, Û 


where E = De 
kK co 
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The jammer becomes a tone at the carrier freguenzy which has 
been demonstrated to be optimum for PSK modulation. 
For FSK modulation the analysis is somewhat nore compli- 


cated. The FSK signal covers approxiamtely the band 
ur 
[we- 4) w+ | 
The midpoint frequency is ws=1/2(w1+w0), so tae instanta- 


neous jammer band is chosen such that 
E ce um. ae um p 
Eguivalently this means that 


Bw) = + (wi-Wo)+ SE. (2. 93) 


For FSK signaling we assume that 


(wy We) = LT ) (เนอ)= m / (2.94) 


where l and n are integers, and as previously 


discussed ز×‎ 72+ 2۶63٦.00 3 600-2۰ 3 ٣۳۷ ٣٣۰ ط7۰ بت‎ 6 ٠٠ 1 that 
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BEI ED i 


Or 


E, + ul (2.96) 


“OO 
M 
ple 

x 


EQE ESK, 


oc) = Asınwt-Asınw,t (2.97) 


so that Equation 2.81 becomes 
T 

(u;,S4 )= A [t ment ] 2-29 
0 


In this expression for d, the BESSEL function coefficient 
expansion can be ee to yield 


(ร วะ [2 >, is i 
ER — (an, pu (8) ร 99) 
ร เม [4( ผ 3 ๒๑ จ ม fr 
E +3w Nw 


น 2 





Due to the assumptions involving w W and w: 


L Wor j ; Equation 


2.99 reduces to 
(Ns, Sa JB ۱ aR; 77 (B) [ siInTANK - %)_ 
TNK-%) 
SIN TN + A) _ SINT aN K+ %4) E sius m - 24 Y^ 100) 


٦ ۵۸۴+۷ +4 ( Tank) Tank+m- % ) e 


If 1 is an even integer, Equation 2.100 at n>st contains 
four terms. These four terms can exist only if the argument 
of all SINC functions is zero. The four terms and their 
respective values of n that make the SINC function arguments 


zero are as follows [Ref. 2 :p. 23] 


[ai TJ.(B) Ns Tuy 

BATE) N2 =-(m+ 2/2) /2K 

RT JP) N, =” y K (2.101) 
METIG) um Mr. 


27 definition of the BES SEIL fünetion, the 
values of ni, (1=1,2,3,4) ; must be integers. If these 
values are not integers the associated terms ace equal to 
zero. Once again the effect of the jammer largely depends on 
the number of sweeps over the band of the FSK signal. From 
Equation 2.18 one can obtain receiver performance for the 1 
even case as follows 


&-1 او‎ [SNR 41+ [TSR IIA 
verr EIR {i ROA YI, 


with the breakpoint occurring at 
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JSR= [2.8 KIT. 





(221053) 


Attempts to minimize this value of JSR are not as direct as 
for the PSK case in which increasing the numb2c of sweeps 
per bit interval (k) was found to be optimum for jamming 
purposes. Increasing k will tend to be ietrimental, 
unless the integer relationships stated in ว ิ ร 1 ล 610 ๐ ก 0 2. 101 
can be maintained. Since 


J. (8) = L (2.104) 


there exists the possibility that the values of 1,k, anda 
can be chosen to cause the denominator of Equation 2.103 to 
approach unity, and thus would approach the value of the 


optimun jammer breakpoint for FSK signaling notei before. 


F. NEAR OPTIMUM JAMMERS 


It has been shown that a jammer waveform specified by 
Equation 2.35 is optimum. This conclusion was derived from 
the  inplications of the  CAUCHY-SCHWARZ in2quality as 
analyzed in section B. The unigieness of this optimum 
jammer is however not guaranteed, and therefor the exis- 
tence of some other jammer  waveforn, with the same power 
constraint PR; that maximizes d , is possible.. Since, an 
optimum jammer has been determined, efforts to find other 
optimum janmers would be redundant in nature. didowever, it 
can be demonstrated that sinple, effective jammers that 


obtain near optimum performance can be found. Tae effect of 
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these near optimum jammers on PSK and FSK signaling will now 
be studied. | 

As a method of jamming, we Choose a jammer «avefora that 
is a Simple binary signal. Assuning PSK modulation, the 
Signal difference is giver by Equation 2.44. Instead of 
the optimum jammer for PSK noted in Equation 2.45, a near 


optimum jammer iS proposed and defined by 


۲ "s SIN E 20 
N; = 0 44427. (2.105) 
-L BB 5 เม ผุ .5< ๐ 


The jammer power is 


2 ا لا‎ M 


2. 106 
TOP ) ( ) 


IN 








Misc . n an integer. From Equation 2,105 it 15 clear 
that Lz[( £n /T) . The value of L can now be used in Equation 
2.18 to obtain 


NT 
> We 
00 مد‎ = SIN +9 |o wt] ee sei AG: 10 


Maximizing d produces the largest increase in ?e, and for 


PSK 
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ce XE | (2. 109) 


When d of Equation 2.107 is compared to dmax one can see 
that 


ہا 
d. _ m Due A 5 u =‏ 
-O.9 ๑ (22105)‏ —— — ہم oo รา โร‏ —— 
ES A 09۳‏ ] سج 


That is, the simple binary jammer achieves a value of d 
that is 90% of the optinum value dmax. The receiver 
performance can be determined with the aid of Equation 2.198. 
This yields 


R= 7 ERFCL[SNR {I2 7SR + 
ERF ER TI IIR ; (2. 110) 


Fron Equation 2.110 , the breakpoint occurs at 


2 2 : 
ก TT - IAS (2.111) 


- 


Compared to the optimum case breakpoint of JSR=1 , the near 
optimum jammer waveform yields a breakpoint wıich is 23% 


higher. 
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A similar fora of jammer waveform can be ap2liei to 


taj 


N 


sx 
signaling however the analysis of the jammer effect on Pe 
becomes somewhat complicated. A binary janaer signal 
would be ละ ว constant jaunaer level (tL) and inter- 
acting against s (t) which for FSK is a sinüsoidally varying 
envelope amplitude modulated signal. The desired jammer 
effect against the oscillating envelope of sy(t) would be to 
use a multi-level jammer. The jammer could then jan at a low 
evel nen SAE) is maximum, and jam at a high level 
when sSq(t) is mininun. Such a multi-level jamner would be 
Pe@ecetive an theory, but difficult to realize in practice. 
ror this reason the near optimum jammer for FSK signaling 
will not be further analyzed. 


G. ADDITIVE NOISE JAMMERS 


All previously discussed jamaer waveforms: have been 
treated on the basis of a deterministic model. [f we assume 
a jamming waveforn ni (t), where D is a sanale function 
of white Gaussian noise process having pow2r spectral 
density level of Nj/2 Watts/Hz, and is statistically inde- 
pendent of the additive noise n(t), the received signal 
will be of the forn 


012 


SE SN طر6 5ہ‎ 320 


Eron Eguation 2.8 the conditional mean of the statistic G 


becomes 
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] 


2 


E {S/a} = Gosde df 


and the conditional variance becomes 


5 


น 











S, 














VAR is n ei sel” (2 110) 


Knowing the conditional mean and variance of 3 the prob- 
ability of error (from Equation 2.13 ), with thes assumption 


of equiprobable signals becomes 


| 2 E 
R= ERC RE ]+ERFI- p | (2.115) 
= Erler? (2.116) 
area] > 


With SNR=EbD/N, and JSR=Nj/Eb Equation 2.116 cai be written 
in the form 


- SNR Lae q 
re 89 (2.177) 
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From this equation one can note that the term JSk is not 
isolated by nature, The change in receiver performance with 
respect to the SNR will provide insight as to the interac- 
Euan cof JSR [Bef. 2 :p. 7]. Thus, 


oR ESL ie 


T f exp | SNR(L- 7) 
ธร ม พ 8 [2m [SNR (L+SNR-TSR A4 |2(L-SNR-JSR) |](2.118) 





and for all values of SNR>) , and JSR>0 , ٥٥٥۸ NR 

is negative. This clearly means that Pe is 3 decreasing 
function for increasing values of SNR, or in other words the 
receiver performance improves with increasing SN3. In order 
to understand this behavior, 27603060 00 1013 3nd Eguatcon 
2.114 must be analyzed. The difference between the additive 
noise jammer waveform and the deterninistic janıer waveiorn 
is obviously that the forner method influences the variance 
of G, but not its mean. The effect of the l2terministic 
jammer on the mean of G causes the system performance to be 
threshold dependent. As the jammer power increases the mean 
value of G increases to the point that when G is compared to 
the set threshold, almost always S exceeds tie threshold 
making decision errors almost half the time. For the addi- 
tive noise jammer such effects do not occur dus to the fact 
that the constant mean of G is unaffected by the jammer 
power. By this discourse it becomes mathematically evident 
that additive white Gaussian noise jammer waveforms are 
considerably less effective than deterministic jammer models 
of the form of Equation 2.35 when systems operat2 with a set 
threshold. 


49 





He VARIABLE THRESHOLDING EFFECTS 


It is now clear that when a fixed threshold value is 
used by the receiver the effect of the jammer wavefora is 
such that the receiver may be rendered inoperabl2. It there- 
fore becomes desireable not to set the threshold level 
to zero, kut rather to make it adaptive 11 Mature. BY 
expressing Equation 2.18 in the form 


A = 4 ERFCÍ [tr -7,)] + ERFIs, Doa, i 


(2. 139) 


where ] JA, ISa I 


we now can attempt to minimize Pe by an appropriate choice 
of Y . Evaluating 


oa alas 


and 


2 3 
= = Hd (v-Na- Ta) exp [Ser hA] 


sectetut] 


ED 


it becomes simple to show that at X=Jq 
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ก LO oe > 0 0077 


< a 


OX UE 





Thus, Pe is minimum when 

Y= A; lll . 
The receiver normally would have no knowledge 5: the jammer 
power and can therefore only estimate the valua of Pni. If 


ง 


the estimate is 'correct', Equation 2.119 becomes 


ئا ۵0یہ 7 


and the effect of the jammer is completely removed. In fact, 


E ESSE 
SqNu = ซะ น 7 


so that Equation 2.123 becomes simply the expression for 


receiver performance in additive white Gaussian noise. If 


the estimate of the value of Pa; is "ins. Erect’, the 
incorrect value of Y will cause an increase in Pe 
since ہو ےت‎ : Thus adaptive thresholding is extremely 


effective in theory, but due to the receiver's inability to 
‘know’ the jammer power, it is difficult to implement in 


practice. 
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III. EFFECTS OF DETERMIN 


A. M-ARY ORTHOGONAL RECEIVER MODEL 


Having studied the effect of deterministic jammer wave- 
forms on binary coherent receivers, the next 15gical step is 
to analyze the effect of jammers on an M-ary orthogonal 
coherent receiver. It has been demonstrated that the use of 
multiple signals can improve the performance of a digital 
communication system [Ref. 5 :p. 249}. ine fact ٣ Che 
use of multiple signals, or 'M-ary' communication designs, 
effective use of channel bandwidth and data taroughput is 
obtained. The performance of a zonerent M-ary receiver is 
determined in much the same manner as for the dinary cohe- 
rent receiver. The coherent M-ary receiver utilizing M 
correlators is known to be optimum for the reception of one 
of M orthogonal signals in additive white Gaussian noise 
(Ref. 1 :p. 180]. The corresponding receiver structure is 
shown in Figure 5.17. This chapter is devoted to investi- 
gating the effect on the coherent M-ary correlator receiver 
performance Aue to the presence of jamming aad additive 
white Gaussian noise. 

The fact that one of M possible Signals may be received 
every T seconds, is expressed in terms E ED 
hypotheses H ,i=(1,...,M4) as follows 

H, 7 r)= s,() + NG) + Lt) 
H.W= S(O NOFNIW 
ง ง ง Sie N GO e N; G9) 


t 


eee Tu 


Hr = +03308 + Nj (4) 


S 





Assume furthermore that the signals are orthogonil, 
same energy me = Eb for 
are equally likely 
delta notation 


have the 


alla), ‚and thaltwall sicnals 


to be transmitted. Using tie Kronecker 


. * EPI 
d © c ) 
the cross correlation between any two signals b=:0mes 


E (3.2) 
د‎ | S; (X) dt = Ey dij ۰ 


๐ 
The jth correlator output will be 


being conditionally Gaussian. 
statistics of Gj, we have 


0 ง 9! 7 with Gj 
Analyzing the conditional 


2 و‎ 61) = ES S/cwen ut ee 


or equivalently 


E 5673 96ج‎ Si) TRANSMITTED f y 


(3.4) 


Expanding Equation 3.4 resuits in 
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C 
~ 


EfG? = ES scene No Ss Ef Gus)» (1,5) E o 


แ 
= 


Fron Equation 3.2 and due to the fact that رر رد‎ 


Eguation 3.5 becomes 


ES $ Git 7۳٢ (3.6) 


where u . Similarly the variance is as follows 


j 
VAR, 6j = ค ล ร ์ 650 TRANSMITTED § UD 


which becomes 


VAR. § ۹۷٤١۹٣ ES EL. (3.8) 


B. RECEIVER PERFORMANCE 


The expected value of the product of any two correlator 


outputs given that s;(t) was transmitted results in 
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E; $6; GF = Ef (scene s)(Sco NN Se) f (3.9) 
E: 166 ๕ = 62((5 9 (sj) [CAES lf (3. 10) 


Since the noise is zero mean, we obtain 


AS IE 
(ร ม ร (ผม ร อ + (พ ร)( พ ง 5 ° 


Due to the orthogonality assumptions and the above noted 


mean and variance expressions, Equation 3.11 redices to 


z o . : Con 12) 
E $66 = = dij dix t Ji Ee dix + No Ev jk +dgEsdij+ Ad, à 


From Equation 3.12 the following conditions 02 {รุ ์ (6 ด ว 
apply for jfk 


E dj hk امت‎ แซ 
E; $6; ed 5 
d; Eb +didk c i=K 
(35:13) 
dy Ep +djdk cj ¿EK 
and for j=k 


No 2 LÆ i; 
2 Eb +d) LF y 


ร :‏ $ ہے 


Es sc x 
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The deternination of probability cc icor An E deter- 
mined DY first evaluating the coniitional probability Cz 
making a correct decision. That iS, if Hi is tlie, nO (ZÊ EOE 


E aade if 9 for all j#i, OL 


PG no ERROR [so Tuesm reg = DS no error Jars = 


۹6: a بے رہد‎ en y Ml sio و‎ CO} (a, 14) 


This results in 


oo 


Ofnoereon/ Hi$ = -  - 66+۹999 ٌ ۹٦ (3.15) 


Gm < 6/٣ \ Gigi? p s) AQ: 

where M is the number of orthogonal FSK signals.. From the 
assumption that the correlator output of cach of the 4 chan- 
nels is statistically independent of any otaer channel 
output, OF the condtional probability of no error becomes a 
product of the joint probability functions. 3ecause Gi is a 
Gaussian randon variable Eg (gi ) is a Gaussian prob- 
ร อ ก Y density function. Bach o£ these Gaussian probability 
density functions can be expressed through use >f the error 
function as follows [Ref. 2-053937] 
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Pí6,«G,,... ‚© „<i, GÊ, CES gka. 16) 


ہا ےت 


The mean and ¥ariance of Gi have been presentei in Equation 
3.6 and Eguation 3.8 Thus, Equation 3.15 becomes 


P{ no ERROR, = Hm Tiene Ee 


> Pm 
ee Zr (3. 17) 
Crees OM Sea ss 


2 


With a change of e this reduces to 


(E, «d; - d; 
0م‎ ERROR/A = Tiene NEW 
“to Hi 


= ex p[- YA ] d . 


(3.18) 


This expression for the probability of no error occurring 
given that s u(t) was transmitted can be exteniad to all 54 
channels by 


P fno ERRORS = D Pino ERROR Ax: $ : P 1 His (3.19) 


For the M egually likely signals case, 2) ۰ ۶۰۹۹ ة۹‎ 1-0 
Equation 3.19, the  M-ary receiver probability of no error 


becones 
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9050 ๐ 6 ๑ ล ใจ کت‎ Hn 


2 
1 
ETUI” Teen j fx E 
แข ม aes 
ےل‎ 


~ 
Las 
๑ 
ن۲‎ 
c2 
— 


E caoscecver probabrlity ot error pecones 


A =1- Pino ERRORI 


To put this expression in a 


nore 
error function as follows 


wocrkabie ¿ora decine the 


| (E. «d; -di) 
Eu mesa | 


and the Gaussian density function as 


q) = Tas NE | 


cea tion 3.21 1t Eollows trat 





3 


Prammenis general expression for tne probability or error of 


dee 


t 


AE rok L2Ceiver, analysis can be pertormed to scul, the 


erect of various jammer waveforms. 


C. JAMMER MODEL 


To proceed further, severai assumptions nist be made 


concerning the jaumer waveform. Tne jammer must satisfy the 
power constraints imposed, that is 


R= NÈ > 


ล อ ก was CAUCHY-SCHWARZ in@yguality, the cross correlation 


between the jammer and the kth signal wiii be u»per bounded 
ky 


dy ' € | ||» = | EN (3.26) 


E SIE (k21,2,...4). From these assumptions, suppose a poten- 
tial jammer is a weighted sum of the signals, or 


NA 
N; (+) = > ก e (3. 27) 
0- 


From Equation 3.25 the jammer power aust be 


5 





Eu pA M M - 
เซ ซ سی یی‎ 
N-L Don 


Lei Ned 


where 0 1S Ene [สา แน ร เร ต อ ต delta. Also, note that 


m Da 
SV 
dy =( > sus) = > % be SQE aE, Keb سم‎ 
0 


Lei 


For the potential weightei sum jamner defined by Equation 


3.27 , choose Lirst the case Of equal signal weijhting, or 


M 
کت‎ (3.30) 


2= ม 


เล อ ก ก ร the —welgniting Limitations based on the assuned 


power constraint follows fron 


R= Me ee a = [R/M er 


no. =o (3.32) 


ก ก ๑ จ ห ท ย น ต ฑ ล ท ย 3: the error function based on Eyuation 3.22 is 
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NER E 
= SS 
HT کر‎ ۱ 
and it is evilent that the effect of the jammer 


Maes Gai be stated for the general case as 


hi (y)= ERF|y+ [E [Lra | EN 


Sea that i> | coral sand oj then 


hij =ERF[4+ rw E 


تا 
e‏ 


and Pe becomes 


00 


Trade That Thal] 


j TUNES 
ERF [y+ | SE | 


(3. 36) 


fai 
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Pemex ObeSSign is Simply the ร ร ด อร ต วั ท ร ร ค ค อ ก อ ศร ฑา ว 
for M orthogonal signals with no janmaing present [Rer. 5 :p. 
221]. 272871 ا٤ھ,‎ 80817878 NS scan clearly see that 'ecual' 
caabmel Jauuiag ror cX-ary orthogonal  ?SK signalling is inerf- 
fectual. 

As another potential jammer, ls chose1 to take on 


the form 
N; (+) - s, (&) (3.37) 


with power constraint 





“ ล จ oom 
which implies 
O = Ri: / Ee . = 


The jammer cross correlation with the kth signal is 


E ey Kel 


dy = ¡ES (as,, SE Que E a 2M Goo) 
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Beet or the jamner is such that it causes a change 


๓ that channel only (i.e. &,). Tıar is‏ کت 


EF 
E. That) | [wea |i 


Jel 


M 8 = | E, ve 
Th) 0 0 ][ อ สะ [๒ + "a 


Thu) Qu a) => cU NS) © de) 


ijs VN jam 


(Bon) 


Substituting SNR=Eb/N, ani JSR-Pn,/ED , the receiver prob- 


อ 8 ป cf “a for single channel jaamzingj becones 


es 1-% C fenes + ona + ไว 5 ม 6 1 ۴ [75 )] ] M- EM 
(m-QeRF[u | 29%8 (i- I5s&) HERE เศ | 7س‎ 


With the same expression resulting iz any one »Z the other 
M-1 Signals had been chosen as the basis for the jammer. 
Studying the asymptotic behavior of Equation 3.+3 one notes 
that as  SNR-» CO, and JSR<1. , then 


R= 1-4 |laem-s]gyey = 0. bos 


=00 
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เว อ ร ร ท ล increases, the probability or erroc 


decreases. 
Now, when JSR>1 ,the asymptotic behavior becones 
a t 
- 010 E ce 3.45 
REL-x gly) du - O Ze: (3. 45) 
-© 

ต ค ร ร ท น is worthy of note. For the case ob 42, uc. 
Dimary FSK), Pe tends tə 1/2 as SNR increases. Tais is 


exactly the behavior noted in the previous results for 
binary FSK signaling. As 4 increases, the janmec has a nore 
demas tating 2ifest in that the probability of error for 
JSR>1 approaches unity with increasing SNA. 

From the analysis performed one can see that a multitude 
of jamming strategies are possible. Consider, : ior example, 
weighted signals jamming for the case of uneyual weighting. 
We have shown that the equal weighting casa is ineffectual 
as a jammer, however by weighting the Signals in sucha 
manner to insure unequal weighting may prove to e an effec- 
tive method of jamming an M-ary correlator receiver, as the 


previous results have demonstrated far one particular case. 
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IV. DESCRIPTION OF GRAPHICAL RESULTS 


A. DISCUSSION ON GRAPHICAL RESULTS 


This chapter presents graphical results related to tae 
anaiysis of the previous chapters. The plots ars iatended to 
display receiver performance as a function of SNE Tor 
various jammer waveforms and set J5R values. The 1ع‎ 
feature the case of JSR=0 as part DI eaca curve in order 
to allow comparisons of the jammer effectiveness to the 
receiver performance EDE additive white noise Due, 


interference. 


B. OPTIMUM JAMMERS 


The Graphical results Lor the optimum jammer are 
presented first. These were obtained throuj2 numerical 
evaluation of Equation 2.13. Plots of Pe were g2nerated for 
the cases of PSK, ESK; and ASK modulation, as a function oc 
SNR and fixed values of JSR using a jammer as speciried in 
2×0 7 2.18. - อ ก 1 tre case อ ล อ Modulation is 
depicted in Figure 5.5. This plot clearly shows the *break- 
point! phenomena as JSR increases to a value of one or 
greater. Poe 8 values greater or equal to one, Pe is 
clearly driven with increasing SNR to the valus of 1/2 in 
Ene EERE. EON ENIS Zigure one can note that 1).2dB of SNa 
is required t2 obtain a Pe of 10° at Ava lie ۹ Ln 
comparison, it takes 14d of SNR to obtain the same Pe for a 
JSR value of 0.1. Figuce 5.6 corresponds to the FSX case 
and shows a Similar result except that the break20int occurs 
at ง 58=1/2 , which as previously noted concurs with the -3d3 
difference between PSK and FSK correlator receivers. From 


Fiçure 5.6 it is clear that for tha FSK case, it takes less 
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jammer power to render the receiver inoperative chan ier tie 
PSK case. Bipcolpartson, — Note that a 13d3 SNR 33 re,airei 
๒ แอ๊ ว ธร ท ส Pe of 10° LOL ล 2 ๐ อ 950. hc save Pe 
is obtained by Increasing the SNR to  18d8 for a JSR o- 9.1 

For ASK Modulation the results are obtained thraign E: tor 
2.56 and are presented in Figure 5.7. พ ก Opa ร อ ก note 
Page tO obtain a Pe of 1 A AS A o o 0 d 
JSR value of 0.0. For the same Pe a increase of SNR to 1445 
is required for a JSR valua of 0.1. The JSR breakpoint for 
ASK occurs at %/2 which is upper bounded by 1/2. One 
should note that the actual jammer waveform Ni) is 


different for each of the optimum jammer cases presented. 


บ ว 


The similarities between the SNR required for ?S5K and ASK 
are due to the fazt that the ‘worst case' condition for the 
jammer was assumed, namely Ä=1/2. FOr this case, ASK and 
PSK are identical modulation. schemes. The abov2 comparison 


reveals that PSK is somewhat less vulnerable to jamming. 


C. WEIGHTED SIGNAL JAMMERS 


For weighted signal jamming the results of Eyuation 2.63 
เล ว ก ก ว อ ว modulation @with™ the aid Or Esuation 2.67 
ก้ HS modulation wic Che aid of Eguation 2.73. 
Immediately one can note that the result of weighted signal 
jamming on PSK modulation is equivalent to the optinun 
jaaning case, and presentel in Figure 5.3. For the FSK case 
it was shown that the 'equal' channel jammer „as inefiec- 
| เถ กา ง ว also shown that ror a special set of circum- 
stances, the weighted signals jammer is equivalent to the 
optimum jammer for FSK. These two cases will tnerefore not 
be presented. The graphical results for the 'single'! channel 
or 'mark' chaanel only (or 'space' channel only) jamming are 
depicted in Figure 5.9 . These results of siagle channel 


jamming clearly show it to be more effective taan the case 
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OS parrial channel jaaming depicted ia Figure 5.10. an 


i 


S« 


dl 
í 


graphical results are significant, especially fer £a 


(b 


constrained power jammer. Fron these plots it becomes intui- 
prye that it is "better? to concentrate jammer power or 
emtner the  'aark' or ‘space' channel freguenzy, than to 
Carel o@erOmpartially jan both Channels. For the one channel 
jamming case shown in Figure 5.9 nota tnat to obtain a Pe of 
mae value of 133B SNR is required for a JSE value oft 0.9. 
In comparison for tae same Pe note that a SNR of 16d3 is 
ء2‎ น ไร fOr a JSR of 0.1. For tae partial jamming case 
shown ir Figure 5.10 to obtain a Pe of ‘lo a value of 14d5 
SNR is required for a JSR value of 2.0. To obtain the same 


Pe a value of 15dB SNR is reguired for a JSR valic of 0.1. 


D. FREQUENCY MODULATED JAMMERS 


Figure 5.11 presents the nature of the frejuency nodu- 
lated jammer waveform. Figure 5.12 snows tne affect of the 
linear FM sweep jammer on PSK modulation. The FY jammer was 
designed to sweep the bandwidth occupied by thea signal. By 
varying the number of times the jammer sweeps the signal 
bandwidth during a bit interval the effectiveness of the 
jammer can be investigatei. Figure 5.12 shows the result for 
one sweep of the jammer per bit interval. Figuc2 5.13 shows 
the result for a PSK modulated signal swept twice during the 
ถา ย interval. For PSK modulation it is clear taat as the 
number of sw2eps increases the more effective the jammer. 
Figure 5.14 and Figure 5.15 show ths similar result for FSK 
modulation. Note however, that in general the added 
๑ อ ท อ OE FM jammer wayverornms make it ar unlikely candi- 
date for replacement of the optimum jammer. Iı comparison 
for PSK modulation as depicted in Figure 5.12 tə obtain a Pe 
of Woa value of 1388 SNR is required for a JSR value of 


VOR Io oktain the same 22 ar increase in SYx to a value of 





ก 


¡Sebas FEE ก า ร ๑4 for a JSR of 0.1. For tha case of دہج‎ 
SEEMS per rerıoa as shows: in Figure 5.13 to obtain a 2= 9: 
D a value ot 12iB is อ ณา ร า ก ว ก ซน ค t2 
Obtain the Sane Pe an increase in 5 ร จ 6 ๐ a Vala» oz 13d3 is 
RECUR ว JSk Values of 0.1. For FSK nmolalation as 
๓ อ ค ๒ ๆ ท โซ ร ร ๒ 5.14 to obtain a1 Pe of 10° a pac 
[1 5 0 805 0 a|J58 of 9.2). To obtain tae same Pe 
AR crease in SNR to a value of 17i8 is re,juirsd ¿or a 7۶58 
value of 0.1. For the case of two sweeps per period as snown 
UELDIcUPe 5.15 to obtain a Pe oz 1 vate ว dada tea is 
2٠7۶60۶2 ۶23755 of 0.0. To obtain the sane P> an increase 


cs a value of 1648 is regurcei ror a JSR Dí 0.1. 


E. NEAR OPTIMUM JAMMERS 


Near optimum jamming featured a two levei pilsed janaer 
Waveform. The graphical results of Figure 5.15 shows that 
Ee ไอ ร อ ร ค อ พ ฑ น Ocsurs at JSE= 1.23. This jamner is a good 
candidate as a substitute for the optimunm jammer due to the 
noted fact that a small increase in JSR over the optimaun 
required JSk results ina marked increase in ‘teceiver Pe, 
without a marked increase in wavefora conplexit[. Pou tne 
near optimum jammer case depicted in Figure 5.16 to obtain a 
Pe of 10° a value of 1042 SNR is تت2‎ อ ล SE of 020. 
To obtain the same Fe an increase in SNR to th? value 13dB 


Pemeedwired £05 a JSR of 0. 1. 


F. M-ARY RECEIVERS GRAPHICAL RESULTS 


The graphical results for M-eaty FSK rəzəivers were 
กลา ง ron a mumerical evaluation of Equation 3.24 . It 
was noted that the case of equal janmming was ineffective and 
thus will not be presented. The case of sizzle channel 
jamming of a 1-ary coherent correiator receiver is presented 


im ก ร SSO for M=2 9 BLIAEEY AS. e result is 
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eem EEA N Eo tnat presented previousiy. MS AS EES OE 
channels (M) is increased one can clearly see tha breaxc 
shifting. às discussed iu chapter tnree, if J53 < 1, as 
increases the receiver performance is clearly azlected. 


เช พ อ ร ไว Shows tiis ror =10, and Figure 5.20 similarly 


For OO In ت‎ ร ร ร อ ว ว Eo OSCAR OA valu: Oc CE 02 10 
for e ease Or Z, PR CE EE SS CR value of 
13dB SNR is บ อ ง น 1 ท อ ๕ 4 ๕ zor a JSk value or 0.9. Tò obtain the 


same Pe an increase in the value of SNR to 1548 is required 
for a JSR value of 0.2. For the case of M=10 depicted in 
Figure 5.19 t5 obtain a value of Pe of To vilue of 13443 
SHR ceguired or a JSk value of 3.0. To obtain the same 
Ee ว ก ฑา ๑๓ อ ๑ = ว ๐ ว um the value of SNR to 19dB is required for a 
JSR value of 3.2. For the case M=1)0 depicted in Figure 5.20 
to obtain a value of Pe of 10° a value of 1543 is reguirel 
for a JSR value of 0.0. T2 obtain tha Same Pe an increase in 


Pate tos ENA to 19438 1s required for a JSR value of 0.2. 
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V. CONCLUSION 

In this thesis, a known optimum receive> nas deen 
analyzed under the usual signai plus noise enviconuent, .in 
addition to jamming. The analysis ə the effectiveness ol 
jammer waveforms was undertaken using the reczaiver prob- 
ability of error as a measure of performance. The Main 
objective was to maximize the receiver propability of error 
as a function of a power constrained  jammec waveforna. 
Various jammer strategies that affectei receiver performance 
were obtained, and results presented. 

For the mathematical nodels of the various jammer wave- 
forms studied, it was concluded that the optimum jammer 
WaVerOrm consisted of a deterministis signal proportional to 
the difference of the binary signals used. This method 
whetner appiied to PSK, FSK, or ASK modulation techniques 
drove the receiver probability of error to 1/2 13 the limit, 
rendering the receiver inoperable. Other jaaming strategies 
attempted ircluded  weignted signals, freguenzy modulated, 
and near optimum jammers. Ali these methods of jamming 
resulted ina Similar effect. They drove tae receiver 
performance to an unsatisfactory linit, but with a lesser 
degree of effectiveness in terms of JSR as compared to the 
optimum jammer. Ihe sole aon-deterministic jamming strategy 
attempted, additive white Gaussian noise proved 
less effective. 

A M-ary orthogonal signaling coherent receiver was then 
analyzed in teras of receiver Pe in tne presence of signal, 
noise, and a jamming waveform. It was showa that equal 
Channel jamming on all M channels was ineffective. Single 
channel jamming was concluded to be a nore effective jamming 


method for the receiver studied. It was furtn2r concluded 
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tnat the greater the number of channels in the 


receiver the nore effective the jammer is ส ผา อ ก the 


exceeds unity. 
From this knowledge of the behavior of a conarent 


lator receiver in the presence o janrning it is ıczed 
greater understanding of jammer and receiver designs 


achieved. 
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